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[bookmark: _heading=h.30j0zll]1 INTRODUCTION 
1.1 St Margaret Clitherow Catholic Primary School uses closed circuit television (CCTV) images to monitor the school’s buildings in order to provide a safe and secure environment for pupils, staff and visitors, to reduce crime and to prevent loss or damage to school property. 

1.2 The system comprises a number of fixed cameras. 

1.3 The system capability records both sound and images. 

1.4 The CCTV system is owned and operated by the school, the deployment of which is determined by the Headteacher, with support from the Trust Estates & Facilities Manager. 

1.5 The CCTV is monitored centrally from the school office by the Senior Administrator

1.6 The introduction of, or changes to CCTV monitoring will be subject to consultation with staff and the school community. 

1.7 The school’s CCTV Scheme is registered with the Information Commissioner’s Office under the terms of the Data Protection Act 2018. The use of CCTV, and the associated images and any sound recordings is covered by the UK GDPR and the Data Protection Act 2018. This policy outlines the school’s use of CCTV and how it complies with the data protection legislation. 

1.8 All authorised operators, and employees with access to images, are aware of the procedures that need to be followed when accessing the recorded images and sound. All operators are trained in their responsibilities under the CCTV Code of Practice. All employees are aware of the restrictions in relation to access to, and disclosure of, recorded images and sound.

1.9 This policy will be used in conjunction with the document named “PCAST CCTV Checklist” which is available as a template document on the CAST portal.

[bookmark: _heading=h.1fob9te]2 STATEMENT OF INTENT 
2.1 The Trust complies with Information Commissioner’s Office (ICO) CCTV Code of Practice, to ensure it is used responsibly and safeguards both trust and confidence in its continued use. The Code of Practice is published at: https://ico.org.uk/media/1542/cctv-code-of-practice.pdf Version 1.2 20170609. All authorised operators will sign to agree they have understood this policy on an annual basis and/or when changes are made to this policy. 

2.2 CCTV warning signs are clearly and prominently placed at all external entrances to the school, including school gates, where coverage includes outdoor areas. Signs contain details of the purpose for using CCTV. In areas where CCTV is used, the school ensures that there are prominent signs placed at both the entrance of the CCTV zone and within the controlled area.

2.3 The planning and design of the camera placement is intended to ensure that the CCTV Scheme will give maximum effectiveness and efficiency, but it is not possible to guarantee that the system will cover or detect every single incident taking place in the areas of coverage. 

2.4 CCTV surveillance at the schools is intended for the purposes of: 
• Protecting the school buildings and assets, both during and after school hours; 
• Promoting the health and safety of staff, pupils and visitors; 
• Preventing bullying; 
• Reducing the incidence of crime and anti-social behaviour (including theft and vandalism); 
• Supporting the police in a bid to deter and detect crime; 
• Assisting in identifying, apprehending and prosecuting offenders; 
• Ensuring that the school rules are respected, so that the school can be properly managed. 

[bookmark: _heading=h.3znysh7]3 SITING THE CAMERAS 
3.1 Cameras are sited so they only capture images relevant to the purposes for which they are installed (described above) and care will be taken to ensure that reasonable privacy expectations are not violated. The school will ensure that the location of equipment is carefully considered to ensure that images captured comply with the UK GDPR and the Data Protection Act 2018. 

3.2 The school will make every effort to position cameras so that their coverage is restricted to the school premises, which may include outdoor areas. 

3.3 CCTV will not generally be used in classrooms, but in areas within the school that have been identified as not being easily monitored. If CCTV is placed in classrooms, it must be with the consent of the Plymouth CAST Senior Executive Leadership Team and parents must be consulted in advance; a DPIA would be completed by the Headtecher and agreed by both the Director of Education and the Chief Operating Officer, in consultation with the DPO. 

3.4 Members of staff should have access to details of where CCTV cameras are situated, with the exception of cameras placed for the purpose of covert monitoring. 
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[bookmark: _heading=h.tyjcwt]4 COVERT MONITORING 
4.1 The school may in exceptional circumstances set up covert monitoring, for example: 
• Where there is good cause to suspect that an illegal or unauthorised action(s), is taking place, or where there are grounds to suspect serious misconduct; 
• Where notifying the individuals about the monitoring would seriously prejudice the reason for making the recording. 

4.2 In these circumstances authorisation must be obtained, in advance, by the Headteacher from the Plymouth CAST Senior Executive Leadership Team and the Data Protection Officer. 

4.3 A data protection impact assessment will be carried out, by the Headteacher, prior to any covert monitoring and must be signed off by the Data Protection Officer, Chief Operating Officer and Director of School Improvement. 

4.4 Covert monitoring must cease following completion of an investigation.

4.5 Cameras sited for the purpose of covert monitoring will not be used in areas which are reasonably expected to be private, for example toilet cubicles. 

[bookmark: _heading=h.3dy6vkm]5 STORAGE AND RETENTION OF CCTV IMAGES 
5.1 Data from CCTV cameras will not be retained indefinitely but will be permanently deleted once there is no reason to retain the recorded information. Exactly how long images will be retained for will vary according to the purpose for which they are being recorded. For example, where images are being recorded for crime prevention purposes, data will be kept long enough only for incidents to come to light. In all other cases, recorded images will be kept for no longer than 30 days. All images stored in whatever format will be erased permanently and securely. 

5.2 Only the Headteacher, or a member of the Plymouth CAST Senior Executive Leadership Team (or designate), will be permitted to download, store and/or retain CCTV images and/or sound files. 

5.3 All retained data will be stored securely, by the Headteacher, or member of the Senior Executive Leadership Team (or designate), on their Plymouth CAST Google Drive. 
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[bookmark: _heading=h.4d34og8]6 ACCESS TO CCTV IMAGES 
6.1 Access to recorded images will be restricted to those staff authorised to view them, and will not be made more widely available unless responding to a formal SAR, and under the guidance of the DPO, which should be sought in advance. 

[bookmark: _heading=h.2s8eyo1]7 SUBJECT ACCESS REQUESTS (SAR) 
7.1 Individuals have the right to request access to CCTV footage relating to themselves under the UK GDPR and the Data Protection Act 2018. 

7.2 All requests should be made to the school, verbally or via email: admin@smcprimary.org. Individuals submitting requests for access will be asked to provide sufficient information to enable the footage relating to them to be identified; for example, date, time and location. 

7.3 The Headteacher must contact the Chief Operating Officer and DPO immediately for advice. 

7.4 The school will respond to requests within 1 month of receipt. Schools are advised to investigate and respond promptly to avoid the footage being overwritten. 

7.5 Under data protection legislation, a fee is not normally charged, although a reasonable fee based on the administrative cost of providing the data can be charged when a request is manifestly unfounded or excessive, particularly if it is repetitive. 

7.6 The school reserves the right to refuse access to CCTV images and sound footage where this would prejudice the legal rights of other individuals or jeopardise an on-going investigation. 
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[bookmark: _heading=h.3rdcrjn]8 ACCESS TO AND DISCLOSURE OF IMAGES TO THIRD PARTIES
8.1 There will be no disclosure of recorded data to third parties other than to authorised personnel such as the police, and service providers to the school, where these would reasonably need access to the data (e.g. investigators). These will be actioned once an information request has been submitted and guidance from the DPO has been sought. 

8.2 Any parent requests should be made to the school, verbally or via email: admin@smcprimary.org, marked for the Headteacher’s attention and treated as a Subject Access Request. Parents can view the footage, but only if no other pupil(s)’ images are on view. Redacted screen prints should be considered as an alternative. 

8.3 Any access by staff should comply with the following: live footage should only be seen by staff managing or monitoring the system/cameras, with the delegated authority of the Headteacher. Recording systems must be located in areas of reduced access, to avoid potential tampering. 

8.4 The data may be used within the Trust’s Discipline and Grievance Policies and Procedures, as required, and will be subject to the usual confidentiality requirements of those procedures. 

[bookmark: _heading=h.26in1rg]9 COMPLAINTS 
9.1 Complaints and enquiries about the operation of CCTV within the school should be directed to the Headteacher in the first instance, who will consult with the Data Protection Officer, and act in accordance with the Trust Complaints Policy and Procedures. 

[bookmark: _heading=h.lnxbz9]10 FURTHER INFORMATION 
10.1 Further information on CCTV and its use is available from the following: 
• CCTV Code of Practice Revised Edition V1.2 2017 (published by the Information Commissioners Office) www.ico.org.uk 
• Surveillance Cameras Commissioner https://www.gov.uk/government/organisations/surveillance-camera-commissioner 
• Regulation of Investigatory Powers Act (RIPA) 2000 
• Data Protection Act 2018 
• UK GDPR 
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